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Green cert Confidentiality Policy

A confidentiality policy for a green cert. (certification body) established to
how to protect client information, including technical and business data,
through strict access controls, secure systems, and legally binding
agreements with staff and third parties. The policy should define what
constitutes confidential information, explain how it will be protected, and
detail when and to whom it may be disclosed, such as for a legitimate audit
purpose or with client authorization.

Key components of a confidentiality policy

(] Purpose:
To ensure all information is handled securely and responsibly to prevent
damage or disclosure.

L] Scope:
Applies to all personnel, contractors, and third parties acting on behalf of
the certification body.

° Definition of confidential information:
Includes a wide range of data, such as client reports, trade secrets, financial
information, personnel records, and any information that, if disclosed,
would be detrimental to the client or the certification body. Information
that is already publicly available (like a client's name or scope of
certification) is typically excluded.

® Protection measures:

® Access controls: Restrict access to confidential information to only
those who need it for a legitimate purpose (a strict "need-to-know"
basis).

® Secure systems: Implement secure systems with passwords and other
safeguards to prevent unauthorized access.

o Staff agreements: Require all staff, subcontractors, and external
partners to sign confidentiality and impartiality agreements.

. Disclosure procedures:

(] General rule: Information should not be disclosed to third
parties without consent or a legal reason.

(] Permitted disclosures: Disclosure may be necessary for a
legitimate audit or certification purpose, with a specific client's
authorization, or when required by law.

[ Third-party subcontractors: Disclosures to subcontractors are
permissible if necessary to perform a contract and are managed
under legal agreements.

° Handling and storage:
Procedures for managing and storing confidential data securely, including
avoiding unnecessary copying and leaving documents where unauthorized
individuals can see them.

° Monitoring and improvement:
Regularly review and improve the policy and procedures to ensure they
remain effective and meet relevant standards like ISO/IEC 17021.
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Reference
ISO 17021:2015 Clause No 4.6 Confidentiality clause
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